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Agenda

• Scope and Motivation

• Introduction

• Toolbox

• Examples / Tutorial
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Scope

• I have a page pool leak, is this a bug or 
a false positive?

• Where is it coming from?

What is this talk about?
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Motivation

• Encountered quite a few of these leaks.

• Discussed on netdev mailing list as well.

• Wanted to learn drgn.

link

link

https://lore.kernel.org/netdev/d50ac1a9-f1e2-49ee-b89b-05dac9bc6ee1@huawei.com/T/
https://lore.kernel.org/netdev/d50ac1a9-f1e2-49ee-b89b-05dac9bc6ee1@huawei.com/T/
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Introduction

• What is a page pool?

• What is page inflight state?

• When is a leak?

• Is could be a:
• Bug: miscounting of resources.
• False positive: page still referenced for 
a valid reason.

• _refcount vs pp_ref_count
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Inflight Page Lifetime

                    

                    

                      

                       

              

                                          

              

                                   

… with variations

• Full page.

• Page fragment:
• Size known in advance
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Inflight Page Lifetime
with bias

• Page fragment
• Size not known in advance

• 2 step release

• How about queue teardown?
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Types of Leaks

• Driver side
• Incorrect refcounting at runtime
• Incorrect refcounting at teardown

• System side
• False positive
• Bug
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Toolbox

• The drgn debugger

• scripts
• tcp_sock.py

• Based on contrib/tcp_sock.py.
• ls_pp_leaks.py
• find.py

• Based on contrib/search_kernel_memory.py

https://drgn.readthedocs.io/en/latest/
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Let’s begin
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Example 1

• A leak was found …

• Where does it come from?
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Example 1

• Search sockets for SKBs with leaked 
page_pool pages.

• Use tcp_sock.py.

Variation 1 tcp_sock.py
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Example 1

• Check “struct page”

• Peek in page.

Variation 1
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Example 1

• Let’s look at the skb.

Variation 1
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Example 1

• Leaked page in SKB linear area.

• Direction: Socket -> SKB -> Page

• … let’s try the other way around:

 Page -> SKB -> Socket

What was found
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Example 1

• Scan all leaked page pool pages.

Variation 2

ls_pp_leaks.py
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Example 1

• This looks familiar...

Variation 2
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Example 1

• Find SKBs referencing address in page 
range.

• Search for most significant 6 bytes.

• Check next 4 bits.

• Once found, check that address is within 
page range.

Variation 2

snippet of find.py
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Example 1

• Found something.
• Probably much more.

• Interpret as SKB.

Variation 2
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Example 1

• Interpret as SKB.

• This also looks familiar!

Variation 2
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Example 1

• Found leaking page.

• Was in linear part of SKB.

• pp_ref_count = 1

• Diagnosis: false positive

Conclusions
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Example 2

• A new day, a new leak.

• Repeat steps…
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Example 2

• Search sockets for SKBs with leaked 
page_pool pages.

• This time pages are frags…

Variation 1

From tcp_sock.py
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Example 2

• Let’s peek into the SKB.

• Linear part not a page_pool page.

Variation 1
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Example 2

• Let’s look at SKB shinfo.

• 2 frags, each a leaking page.

Variation 1
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Example 2

• Leaked pages in SKB fragments.

• Direction:

 Socket -> SKB -> shinfo -> Page

• … let’s try the other way around:

 Page -> shinfo -> SKB -> Socket

What was found
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Example 2

• Scan all pages for leaked page pool 
pages.

• Found 2. Showing 1.

Variation 2

Output of ls_pp_leaks.py
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Example 2

• Find page references.
• Actual pointer.

• Does it look like SKB or shinfo?

• shinfo -> SKB

Variation 2

Output of find.py
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Example 2

• Let’s check…

• Bingo!

Variation 2
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Example 2

• Found page leaks in SKB fragments.

• pp_ref_count = 1

• Diagnosis: false positive.

Conclusions
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Example 3

• Last one.
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Example 3

• Search sockets for SKBs with leaked 
page_pool pages.

Variation 1
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Example 3

• No results!

Variation 1
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Example 3

• Scan all pages for leaked page pool 
pages.

Variation 2
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Example 3

• Let’s peek in the page.

• Large pp_ref_count.

• HW GRO: header or data page?

Variation 2
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Example 3

• Found leaking page with high pp_ref_count
• Driver leak.
• Leaked page was in header page.

Conclusions
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Ending Notes

• How about XDP?

• Examples are on a drgn fork for now.
o Hoping to get some of it accepted in drgn.

https://github.com/dtatulea/drgn/tree/netdevconf-0x19-talk
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Thank you!

Questions?
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